CISO <=
Chief Information
Security Officer

Key Highlights

Outsourced CISO function
Ensure the business is in line with security

The Outsourced Chief Information Security Officer (CISO) as a
Service provided by ERS is designed to assist you in developing

and maintaining a long-term sustainable strategy policies, standards and business objectives.

for information assurance and security within your organisation, in o Dedicated resource for information security

a cost effective manner. matters (escalation, incidents, advice,
change and problem management).

The service provides leadership, direction and guidance in e Serve on customer’s steering committees and

assessing and evaluating information security risks, monitoring management forums if required.

compliance with security standards and appropriate policies via a e Leadership and direction in assessing

holistic, business-led approach. security risks, governance and compliance
with security standards.

The service will address all aspects of information assurance, o Develop strategy to ensure protection against

protecting your critical information assets and ensuring latest vulnerabilities and cyber threats.

compliance with all relevant regulatory requirements, latest e Advise board members on information

vulnerabilities and cyber threats. This approach puts a wide range security matters including risk, assurance,

of skills and experience at the customer’s disposal and is compliance, threats and security delivery.

delivered through a single point of aggregation and
accountability.

Business Benefits

Senior management presence in the organisation with regards to Information Security.

Leadership and direction to line management on information security concepts and practices.

Security representation in internal and external committees and forums.

Advice and counsel to management on budget and resourcing requirements for security activities.
Development of information security maturity model with a long-term plan of embedding security best practices
and performing continual improvement activities.

Manage audits, compliance checks and external assessment processes for internal/external audits, PCI,
ISO27001, Cyber Essentials and other security certifications as needed.

Main point of contact for all information security matters within the organisation.

Costing saving as there is no need to hire full time employees.

Monitoring compliance with information security policies and procedures.

Liaise with IT functions to create pragmatic action plans to resolve security gaps.

Establish processes to assure procurement and implementation of new technologies and contracts to ensure
security compliance.

e Analysis of industry trends, security issues and changes in technology, as well as the risks and threats that
could impact the organisation.
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Why Choose ERS?

We are an Information Security firm offering a diverse portfolio of
services including consulting, training and certification, ISO
27001 implementation, penetration testing and risk
management.

ERS' consultancy team has been working with Information
Security Standards for a range of customers since 1997 and are
experienced in managing full implementation and certification of
Information Security Standards for clients.

Established by experienced security professionals, we are
independent of IT vendors and their products, bringing the
benefit of impartiality and allowing us to enable clients with the
appropriate tools and knowledge necessary to secure their
systems.

ERS will work closely as a team with the client, involving them at
all stages of the project, to ensure the transfer of both
knowledge and skills and thus empowering the organisation.
ERS designates consultants with specific knowledge to the
organisation.

All our consultants are professionally qualified in security
management or hold IT Security certifications.

Our consultants have years of experience in security and
compliance in various industries.

In ERS we believe in practicing what we preach - ERS itself
holds the ISO 27001 accreditation and the Cyber Essentials
certificate.
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